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Introduction

Overview

This document provides an executive summary of the Insider Technologies (ITL) HP NonStop
products, RTLX Reactor, Reflex and MultiBatch. It also provides links to the appropriate web page

on the ITL website for more information on each product.

Web links to more detailed product discussion documents and white papers can be found at the back
of this document.

For more product information, please contact support@insidertech.co.uk
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1. RTLX Reactor: ATM and POS Transaction Monitoring, Querying and Reporting

RTLX Reactor provides 5 core visuals for real-time ATM and POS transaction monitoring (BASE24-
eps XML records, TLF, PTLF and EMS message data is relayed from the HP NonStop platform(s) in
near real-time to a configured Windows Server running MS SQL Server).

Each of these visuals is highly tailorable to provide the monitoring views required to the Operations
Bridge and / or BASE24 support area. It is this flexibility that distinguishes the RTLX product from
competitor products as it does not inflict a set of fixed visuals on the user. RTLX also provides
comprehensive rules set-up and querying of transaction and EMS data, which is another key
differentiator.
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Web page : http://www.insidertech.co.uk/Products/RTLXReactor/t abid/89/Default.aspx
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The views available in RTLX Reactor are:

1. Graphical Hypervisor

T=

insider

TECHNOLOGIES

One or more hypervisors can be configured to monitor any level of your BASE24 transaction
processing environment. Each hypervisor can drill-down to further levels of detail, e.g. drill from a
general HP NonStop system monitoring screen to BASE24 XPNET monitoring, to the top 20 retailers

for a logical network.

In the latter case, a major UK bank has configured a hypervisor to display their top 20 retailers. For
each retailer, the support user can drill-down and view a set of real-time charts for each card type
processed by that retailer and broken down by transaction volume, approvals, denials and system

timeouts.

Since RTLX has access to the entire TLF, PTLF or EPS XML (via ACI product EE-SE415)
transaction record fields (200+ for each) and EMS messages (for HP NonStop) stored on a
configured Windows Server, any view can be constructed to monitor delays on interchanges, data
owners, transaction volume drops, fraudulent transactions, XPNET issues, etc, etc. RTLX users are
then able to sell each retailer a secured RTLX view of their own particular card processing so that
SLA’s can be verified between the bank and the retailer.
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Benefits:
Provides a single integrated graphical view of your BASE24™ and EPS environment

Browser views can be completely customised and tailored to your own on-site BASE24™
configuration

More than one view can be configured offering drill-down to varying levels of detail and / or
different areas of the BASE24™ environment, e.g. application, interchanges, ATM, POS or
XPNET subsystems

Real-Time mini-charts can be associated with hypervisor graphics / icons on top-level or lower-
level views to provide instant transaction performance readouts without the need to drill-down.
This is achieved by just positioning the mouse over the area of interest

Graphical alerts are colour coded to provide a clear visual indication of problem severity

Users can import their own on-site graphics and logos to provide a look-and-feel unique to the
bank’s own BASE24™ and EPS environment

Hypervisor views are secured and can only be viewed by authorised users and also restricted
,based on the RTLX group that the user belongs to

Secured hypervisor browser views can be rolled out easily to nominated personnel as no GUI
needs to be installed

Hypervisor transaction analyser views and associated mini-charts can be built easily using
point-and-click techniques

Hypervisors can be imported and exported to an XML formatted file for use on other Windows
systems

Hypervisor views are concurrently accessible as for all the views in RTLX, and can be secured

Copies of hypervisor views can be made using RTLX browser options and then further edited so
as not to affect live environment monitoring. Views can then be switched to live as and when
appropriate

Real-Time mini-charts are not only instantly accessible but can also detail more than one
performance metric, e.g. transaction volume, denials, approvals and timeouts

Graphical transaction payment analyser views can detail all elements of your BASE24™
environment and so allowing BASE24 switch / interchange response times, transaction approval
/ denial / timeout rates, XPNET component status and system hardware health all to be viewed
from the same hypervisor summary view

www.insidertech.co.uk 6 of 33
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2. Alert View

Secured users can click on any flashing, colour coded graphic on a given hypervisor view and drill
down to further detail about the problem, e.g. VISA interchange switch quiet, 8 minutes since last
transaction, transaction volumes down 10% on this time last week, XPNET station, line, link,
process, XPNET node down, etc.
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Benefits

Provides an instant readout of the RTLX rule that has broken along with the detail for the values
that triggered the rule, e.g. a 10% drop in POS transactions within the last 20 minutes

Includes tabs to navigate quickly to dashboard and hypervisor views relating to the alert issue

Provides a historical, maintained, time stamped view of the last time the transaction or payment
rule was broken on the system

Alerts are colour coded based on the severity of the problem
Alerts can be acknowledged and the time of acknowledgment and user are recorded

Alert views are concurrently accessible as for all the views in RTLX transaction analyser and
can be secured
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3. Real-Time Dashboards

As for graphical hypervisors discussed in [1], any number of real-time dashboards can be
constructed. These are represented in 2 ways. They can be accessed from hypervisors by simply
positioning over a mini-chart. This will reveal the chart without drilling down.

Drilling down on the mini-chart can provide more granular, real-time charts (tailorable as for the
hypervisors in [1] above) for a particular area of the BASE24 or EPS environment
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Benefits

Like the graphical hypervisors, dashboards can be ‘tailored’ by the user to provide as many
charts per web page as required

Charts can be line charts (multi-line), bar charts, pie charts, tables, gauges, dials and textual to
provide the most appropriate visual display for the data source being viewed, e.g. approvals,
denials, timeouts, transactions by retailer (merchant) and card type

Dashboards are real-time and poll the newly captured SQL transaction data at a configurable
rate to provide a self-refreshing web page for each RTLX dashboard

Each chart can have an associated threshold parameter enabling the chart to flash in the
required area for transaction volume issues

Charts allow drill-down to further charts displaying more detailed transaction information in any
format, e.g. tabular or line chart, or charts can drill-down to a further graphical hypervisor

A chart can drill down to the actual transaction data where appropriate, e.g. potentially
fraudulent transactions list

A chart in a dashboard can be used as a mini-chart on the graphical hypervisor display so it is
always available to be viewed without drilling down, just by hovering the mouse over that area of
view

Users can drill-down on parts of a chart to access ‘time and date’ specific transaction data
pertinent to the apex or bar on the chart they clicked on

Aspects of a chart can be colour highlighted by selecting the corresponding chart key for
illustrating problems or transaction issues to other personnel

Dashboards are supported by simple SQL scripts (stored procedures) which allow any number
of parameters to be used as input and are considerably less proprietary than HP NonStop
ENFORMs.

Dashboards can be imported and exported to an XML format file for use on other Windows
systems

Comparative date/time analysis of transaction data can be viewed via dashboard charts
allowing for example, a current bank holiday transaction flow to be compared against a previous
bank holiday, or the same bank holiday last year. Anomalies can be alerted in real-time if
transaction volume averages deviate significantly

You can view your current transactions broken down by retailer (merchant) and card type as
well as give your key retailers their own secured customised view of their current transaction
flow broken down in a way they choose

Dashboard views are concurrently accessible as for all the views in RTLX transaction analyser
and can be secured

www.insidertech.co.uk 9 of 33
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4. Transaction Querying

Unlike the green screen interface of BASE24 Classic, RTLX provides a complete, multi-key querying
interface into the ATM and POS transaction log files and EMS data.

Queries can be saved for re-execution later. All the fields of the TLF, PTLF and scripted XML EPS
(via ACI product EE-SE415) journal files (and mandatory EMS token data on NonStop) can be used
to build queries as required for spotting customer issues, fraud, interchange issues, XPNET etc.

No programmatic querying knowledge is required here.
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Details 357613574 23122005 00:00:00 YES: Addresses and five-digit ZIP codes matched Adjustments do notimpact setilement 1.00 0.00
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Details 024345200 2312/2005 00:00:00 ADDRESS: Addresses matched, but ZIP codes did not match Adjustments do notimpact settiement 1.00 0.00
DCetails 303971384 23M2/2005 00:00:00 YES: Addresses and five-digit ZIP codes matched Adjustments do notimpact setlement 1.00 0.00
Detzils 541787398 23M12/2005 00:00:00 YES: Addresses and five-digit ZIP codes matched Adjustments do notimpact setlement 1.00 0.00
Details 443884738 23M12/2005 00:00:00 YES: Addresses and five-digit ZIP codes matched Adjustments do notimpact setflement 1.00 0.00: %
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S :
— i
< >
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www.insidertech.co.uk

Customer account queries can be dealt with in minutes and hours rather than weeks as was
previously the case when data had to be restored from an IBM platform and/or tape (in the case of a
major UK bank who now keep 6 — 12 months of (P)TLF data on Windows Server hard drives).

10 of 33



—
]

=

insider

TECHNOLOGIES

Benefits:

The TLF and PTLF ENSCRIBE files on the HP NonStop platform have only a few alternate keys
to query on via a supplied green screen. In RTLX transaction analyser, the query screens allow
ALL transaction fields (200-400 fields) to be queried and compared in a single query with no
SQL programming knowledge required

Authorised users can be given a controlled subset of fields to query on one or all fields
depending on their status, e.g. Administrator, BASE24™ technician, or junior so that more
sensitive field values are restricted - for example, card number

Often used queries can be saved and re-issued at a later time without the need to remember
the transaction fields involved. HP NonStop ENFORMs for the same task are not always
documented and sometimes are lost over time

HP NonStop ENFORMS can take hours and days to construct by experienced technicians (who
often have more important tasks assigned) long after the issue or problem has occurred. The
RTLX queries are built in seconds and minutes and can be changed easily and stored at a click

Saved queries provide a ‘knowledge base’ for quick troubleshooting of fraud or customer
queries. This is useful when key HP NonStop staff move on and their ENFORM or BASE24™
problem solving skills are lost

EMS (Event Management Subsystem) alerts and their mandatory token fields can also be
accessed via the RTLX query screens

Results returned from (P)TLF and EMS queries can be saved in Comma Separated format
(CSV) to use in spreadsheets or for emailing purposes

Query results returned can be ordered by simply clicking the column headings and number of
results per page can be adjusted

Transaction data on the Windows server can be queried long after HP NonStop TLF and PTLF
ENSCRIBE transaction log files have been archived off to an IBM mainframe or storage media.
Customer complaints can be investigated and resolved more quickly where currently, backups
may need to be restored which may take a number of days

Complex queries can be formed via the simple to use browser interface and issued against the
Windows SQL Server database. This means that no precious CPU cycles are taken up on the
live or standby HP NonStop systems

Fraudulent transactions and patterns can be spotted by querying on specific fields with the
transaction logs not previously available for keying. For example, a specific card in a certain part
of the country at the same ATM or POS device for the same or lessening amounts.

Query views are concurrently accessible as for all the views in RTLX transaction analyser and
can be secured

www.insidertech.co.uk 11 of 33
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5. Management Information Reporting

Reports are generated using Microsoft Reporting Services and 20 (P)TLF reports are pre-delivered
for classic transaction volume, denial, approval reporting. These reports can be generated
automatically at the end of a period or manually. They can then be emailed or archived as required.

Reports can be generated to HTML, PDF, WORD format etc. More reports can be put together easily
by ITL or by the bank. This is much cheaper than using HP NonStop staff developing ENFORMS etc.
as it relies only on staff understanding Windows and SQL technologies, i.e. Microsoft SQL Server
and Reporting Services. Transaction reports are then held in a central, auditable location in RTLX
and are not lost when key personnel move on.

SQL Server Reporting Services
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E
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4 4 _ of1 [ Bl [100% -.V_ | Find | Nest :.Sélact a format v Export 12 =
e POS T tion Statistics Hourl =
g ransaction atistics nour =
SENTRA y insid
TREMNLALARIR
Report Parameters Start Date : 19/04/2007 12:00:00
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Report Description
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www.insidertech.co.uk 12 of 33



—
]

=

insider

TECHNOLOGIES

Benefits:

RTLX Reactor ships with 20 pre-deliverable reports for transaction volumes, approvals, denials
and timeouts across the entire ATM and POS estate (for the standard BASE24™ product)

Reports can be exported to a number of formats including PDF and HTML formats allowing
archived reports to be stored on an intranet for historical analysis or instant emailing of issues to
appropriate IT personnel

RTLX Reactor uses Microsoft SQL Reporting Services which is a product shipped with SQL
Server 2005. SQL is an industry standard query language and is more intuitive and quicker to
develop with than HP NonStop ENFORMs

Reports are supported by simple SQL scripts (stored procedures) which allow any number of
parameters to be used as input and are considerably less proprietary than HP NonStop
ENFORMs

Users can import their own site logos and graphics to customise management reports as
required

Reports can be executed against currently held TLF, PTLF and EPS XML transaction log data.
The larger the hard drive, the more transaction data can be stored for historical reporting and
analysis

Users can produce their own management reports without requiring any HP NonStop
knowledge. Pre-delivered reports provide good examples of approach for using SQL stored
procedures, and can be copied and modified to generate new site specific reports.

Report views are concurrently accessible as for all the views in RTLX transaction analyser and
can be secured.
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2. PCI DSS Compliance

PCI DSS (Payment Card Industry Data Security Standard) compliance is provided by the native
facilities of the Microsoft SQL Server product which is the database manager for the RTLX
environment as well as encryption and/or blanking of field values by RTLX.

Data can be encrypted and compressed if required, as it is relayed from the HP NonStop platform.

The real-time ATM and POS visuals and data presented to the user are based on the authorisation
level of that user as set-up in RTLX. Further modifications can be automatically applied to data
stored in the SQL database such as X'ing out (or blanking out) card numbers, e.g. XXXX-XXXX-
XXXX-2207.

RTLX includes a multi-tier security model for users whereby groups are configured to access one or
more functions within the product and then users are allocated to one or more RTLX groups.

So for example, a user might only gain access to the management information reports group or the
POS querying group or both. If they are allocated to a group, they may still be restricted from using
certain functions such as restricted query access on the POS querying screen.

Though users may gain a secured level of access to the RTLX product, they of course will not be
able to access the MS SQL database directly.

In order for ITL to install RTLX Reactor at one of the UK'’s largest banks, strict security directives

needed to be adhered to and a separate document relating to security considerations is part of the
RTLX product evaluation delivery.
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3. RTLX Reactor Performance and Approaches

RTLX Reactor is supported by the Sentra product (both can be seen as one product for BASE24 and
BASE24-eps monitoring) which provides a sophisticated rules engine, WebSphere MQ monitoring
and escalation options for SNMP alerting, emailing, SMS mobile, tasks and certified enterprise
management integration. Sentra is a long established product (1995) and is used by the UK
Government and Military as well as in financial markets (including a close partnership with Logica for
Business Activity Monitoring (BAM) by Sentra, for their Logica All Payments Solution — LAPS — used
by SBSA).

The RTLX Reactor aspect of the product was designed and developed with the help of Alliance &
Leicester (now part of the SANTANDER Group) in the UK and is also used by another major bank in
the UK for POS monitoring. At the top end, RTLX Reactor monitors 650,000 POS devices and 5,500
ATM devices daily for one of the UK banks (resulting in 8 GB of transaction data a day approx.).

RTLX achieves up to 1200 TPS (benchmark February 2008) on the HP NonStop platform with very
low CPU overhead. This was using a low-middle tier Windows Server. More than one Windows
Server can be configured for D/R and Active-Active environments if required.

RTLX Reactor provides out-of-the-box monitoring (management information reports and
dashboards) for ATM and POS transaction totals, approvals, denials and timeouts for BASE24
version 5+ on NonStop. This requires that the standard DDL schemas for the TLF and PTLF files
remain exactly the same as when ACI delivered them with no byte/field level modifications. See
below for BASE24-eps discussion.

Changes or additions to the trailing tokenised area of each file record will not impact the RTLX
Reactor product. Tokens (standard and customer) could be extracted once named and the
schema supplied by the bank, by delivering a Windows Dynamic Linked Library (DLL) file which
would provide token extraction.

A graphical hypervisor(s) view which provides the high level monitoring screen for the bank can be
constructed quickly and easily based on the bank's BASE24 environment (each bank has their own
requirement here for visual monitoring, e.g. business versus system management, XPNET layer and
BASE?24 auth processes etc). This can be done before or after the product is delivered. This will
provide the colour coded alerting screen for broken transaction value / volume / XPNET rules and
allow drill-down to near real-time dashboards. More can be added of course by the bank or ITL as
required. There is no programmed limit for hypervisor views.

If the bank require more (or different) dashboards and management information reports than
those mentioned above, ITL would require a short initial analysis and configuration project phase to
build the requested dashboards and management reports for providing the appropriate level of
monitoring. After this, the product could then be delivered to the bank. The bank could then develop
their own or request more from ITL. There is no programmed limit for dashboard views.

Log files not currently monitored by RTLX can be added easily to provide the same set of visuals
listed above (after an extraction client has been developed for each new log file). Changes to these
log files on-site will only require a re-compilation of the appropriate RTLX extraction client. Note:
changes to TLF and PTLF files do not typically require recompilation of the appropriate RTLX
extraction client as changes represent additional tokens at the end of each (P)TLF record which has
no impact on daily running.

BASE24-eps can be monitored by using the ACI Online Extract Interface (EE-SE415), part of the

ACI Real-Time Feed Interface which enables XML feeds to be generated and relayed to the RTLX
XML processing module.
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4. BASE24-eps Monitoring using XML Real-Time Feed Interface (EE-SE415)

For the purposes of POS and ATM monitoring of BASE24-eps, RTLX Reactor can take an XML feed
from the ACI product — Online Extract Interface (EE-SE415) which is part of their Real-Time Feed
Interface. In order to do this, Sentra has been equipped with a module for optimised and
comprehensive XML monitoring (see website link below).

Web page:

http://www.insidertech.co.uk/Products/Sentra/Sentra forXMLMonitoring/tabid/189/Default.aspx

EATER]
P = ! Mar Faircom CTree Jounal Files [EXTRACY
N | iy [a] JLF_CUST A49 33 OO0
M;.'q:ﬂ S P aueve | [ELILF.CUST P 3ile-——.
commanton (AN | (ST
TLFX / PTLFX : [p] JLF_CUST P99 331
Extract Formats v iI i [t
Y cooKle
- =5 Simple Comma
Real- "T_‘B WEB XML saf key Delimited or Fixed or C aniﬂ
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RTLX imports the XML Schema Definition file (XSD) which describes the format of the incoming XML
data. The XML records can be generated in the BASE24 Classic TLF/PTLF format or abridged to
just the required field-set for monitoring the performance and health of the BASE24-eps application.

ITL also provide XML monitoring for the HP NonStop STAR (SWIFT and TELEX Automated Routing)
product supplied by Software Integrators in the UK.

Web page:

http://www.insidertech.co.uk/Products/Sentra/Softwa relntegrators/tabid/159/Default.aspx
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If the bank make use of the ACI EE-SE415 product for XML monitoring of the EPS journal / Enscribe
transaction data, ITL would require a short initial analysis and configuration project phase to build the
required Hypervisor(s), Dashboards and Management Reports for providing transaction volume
metrics (e.g. totals, approvals, denials, timeouts etc.). This is because the appropriate XML schema
definition chosen would need to be imported into Sentra and subsequently used to configure the 5
core visuals of RTLX. After this, the product could be delivered and the bank could develop their own
ATM (and POS) monitoring Hypervisors, Dashboards and Reports or request more from ITL.

As an example of this, a major UK bank currently monitor their primary POS retailers on a RTLX
hypervisor view, each of which drills down to transaction charts showing approvals, denials etc. by
card type. This initiative with the RTLX product has helped the bank approach their POS retailers to
sell them their own secured RTLX view of what transactions that retailer is currently processing. This
will help them in SLA verification. ITL mention this as with all the appropriate EPS journal / Enscribe
data relayed and resident on the Sentra Windows Server, any number of charts and reports can be
configured for ATM monitoring as the product does not inflict a fixed set of charts, reports or
monitoring views on the user.

If a new feed of data needs to be incorporated into RTLX Reactor, a new, optimised extraction client
can be deployed to the appropriate platform and plugged-into the RTLX product. This makes the
product very extensible, future-proofed and cost effective compared to competitor products.

In summary, BASE24 Classic transaction monitoring is out-of-the-box with some configuration of

visuals and reports and BASE24-eps requires ACI's EE-SE415 product and a short analysis phase
for the relayed XML data feed.
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5. Reflex for Comprehensive HP NonStop Monitoring of Guardian, OSS and BASE24 XPNET
HP NonStop Marketing

Reflex incorporates a comprehensive suite of modules for the quiet monitoring of HP NonStop
nodes, applications, components and subsystems and is distinguished from competitor products by

none intrusive, CPU friendly approaches for providing a graphical status view of the NonStop
network.

This ‘none intrusive’ approach is also adopted for the BASE24 XPNET layer and other large
subsystems. A key differentiator from competitor products.

Web page:

http://www.insidertech.co.uk/Products/Reflex/Reflex forHPNonStop/tabid/87/Default.aspx

&t \B24T5T2 Metwork Monitor = 1O] x|
Wl 0| 28]
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4 \B24LIVE SB24LIVE
\EF4LIVE SB24TEST SB24TEST
SDEVELOP SDEVELOP
MMTEG SNTEG
SLIVE SLIVE
STEST STEST
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AMTEG \B24TST2
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Where HP NonStop subsystems do not raise EMS events, e.g. file corrupt, CPU busy, process busy
etc., Reflex will raise the EMS event and this will then be mapped to the appropriate graphic in the
Reflex Status Monitor view and/or escalated to email, mobile SMS, SNMP, Tivoli, pager etc. This
perfect balance of reactive and proactive monitoring enables Reflex to provide optimised problem
detection and troubleshooting without hindering the very system(s) it is assigned to monitor.

Reflex also provides both secure manual and automatic task initiation of obey files / macros / object
files where problems can be remedied without detailed user analysis, e.g. line down, file extents
reached and so on.
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What follows, is a website annotated executive summary link of all of the HP NonStop monitoring
features provided by the Reflex product.

In the right-hand margin of the same web page, is a set of links to more detailed information about
core monitoring areas of the Reflex product, including: File, Pathway, Process, OSS, WebSphere
MQ, TCP/IP, EMS, Performance (CPU, Disk), Batch (MultiBatch and NetBatch), Enterprise
Management Escalation and BASE24 XPNET.

Summary of HP NonStop Monitoring

Web page:

http://www.insidertech.co.uk/Products/Reflex/tabid/ 87/Agg780 SelectTab/2/Default.aspx
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6. BASE24 XPNET Monitoring

Reflex can monitor the BASE24 XPNET layer (XPNET nodes, stations, processes, links, devices,
lines). This is achieved using automatic detection of all XPNET components to provide a graphical
tree display of objects.

Authorised users can then request information, status and statistics for components (as for other
NonStop subsystems) from the Reflex GUI rather than using NCPCOM. Real-time component status
is driven by EMS alerts from XPNET.

Reflex does not actively poll XPNET and does not inflict any pressure on the BASE24 middleware (a
major design principal advocated by BASE24 technicians during the development phase and a
failing of competitor products in this area). This is a key consideration when weighing up competitor
products. For the same reasons, Reflex does not make use of heavy MEASURE's for day-to-day
monitoring or a high number of EMS distributors. Look at the following website link for more
information and related documentation.

Web page:

http://www.insidertech.co.uk/Products/Reflex/Reflex ONE24/tabid/137/Default.aspx
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Reflex is installed to each HP NonStop system in the network and provides a centralised, graphical
view for monitoring each of those nodes. The graphical view is provided by way of a GUI that is
installed on nominated Windows PC’s. The GUI connects to the Reflex Pathway via TCP/IP using
“FastPipe” which is ITL’'s standard data relay mechanism using TCP/IP sockets and is delivered with
the Reflex product. The product is installed using a menu-driven TACL macro for easy deployment.
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7. Reflex and TIVOLI Integration
For Reflex / TIVOLI TEC integration, three solutions are available:
Windows log file approach

With this solution, TIVOLI can be configured to monitor a Reflex Windows log file. This log file is set-
up and written to by Reflex running on HP NonStop (via TCP/IP using ITL's FastPipe
communication) in a defined record format, anytime a configured Reflex Tivoli Reaction is triggered
by a HP NonStop EMS message.

The log file resides on a nominated Windows platform known to Tivoli (pre-configured by Tivoli TEC
administrators). The defined format for each EMS record written to the log file has already been
imported into Tivoli (by Tivoli administrators using Tivoli BAROC files) prior to start-up. This is done
so that Tivoli is aware of the Reflex log file message/record format before it starts to monitor the log
file.

TIVOLI TEC Event Adapter approach

With this solution, Reflex uses a TIVOLI TEC Event Adapter to programmatically write directly to
TIVOLI with an appropriate APl message structure. Reflex continually monitors any number of HP
NonStop platforms through dynamically generated event filter objects and optionally, alternate
collectors. When an EMS event message is seen which has a corresponding Reflex reaction
configured, the event is then escalated with a Reflex programmatic call to the TIVOLI TEC Adapter.

Command line tool

If a command line tool exists on-site for writing events to TIVOLI, Reflex can make use of this
command line executable or Macro to escalate events by stringing the appropriate parameters to it
and then executing it. ITL used this approach to alert to HP Service Desk currently. This approach is
also used by Reflex to alert to BMC Performance Manager using the PatrolCLI utility.

Web page:

http://www.insidertech.co.uk/Products/Reflex/Reflex forHPNonStop/Reflex8020forIBMTivoliTEC/tabid/214/De __fault.aspx

MultiBatch and RTLX Reactor can also escalate alerts to Tivoli, using the above code libraries.
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8. Summary of Reflex Monitoring Capabilities

Reflex 80:20 HP NonStop Monitoring and Management includes the following:

1. AllHP NonStop files (including object, edit, ENSCRIBE and NonStop SQL) and comprehensive
file attribute checking (including; if licensed, %full, number of records, broken, corrupt,
timestamp change etc.) - includes a **status agent. Entire subvolumes can also be checked at a
nominated poll period.

2. (** a status agent provides comprehensive information about the requested object / component
including current status. This is obtained from the appropriate subsystem typically using a SPI
or PATHSEND call.)

3. File arrival monitoring from remote systems based on calendar periods. This module
allows users to monitor for the remote delivery of a file(s) to a nominated HP NonStop
subvolume and that it has the correct attributes set, e.g. timestamp, EOF, RWEP security and
owner and so on.

4. All Event Management Service (EMS) events for both system and application.

5. Aleri ATLAS™ global banking technology.

6. HP NonStop hardware component monitoring using generic AUTODISC utility, e.g. tapes.

7. ASYNC lines with automatic detection and status agent.

8. BASE24™ XPNET including autodetection and status agent for stations, lines, links, processes,
devices and XPNET nodes. This module does not constantly poll the XPNET layer and provides

quiet, CPU friendly monitoring using advised approaches from BASE24 technicians.

9. CPUs performance including a status agent for viewing configuration information (e.g. TLEs
configured, high / low pin PCB counts etc.)

10. Disks Status Agent (also Storage Management Foundation (SMF) virtual disks), monitoring of
individual %full, cache hits and so on for both virtual and physical HP NonStop disks.
Also a comprehensive status agent for viewing disk configuration, e.g. disk paths. Individual disk
I/0 can be monitored and each disk can be monitored against specific values.

11. EXPAND line monitoring. Monitor EXPAND events for Expand lines & paths and also Expand
processes such as $NCP, $ZEXP (via Heartbeat).

12. HP NonStop network clustering.

13. MultiBatch batch scheduler, including alerting, autodetection and status agent (both Guardian
and OSS compliant).

14. NetBatch™ job scheduler including alerting, automatic detection and status agent.
15. Open System Services (OSS) monitoring for UNIX image of HP NonStop.

16. Open System Management (OSM) monitoring.
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17. PATHWAY monitoring including autodetection and two status agents. These modules
provide an array of monitoring functions for checking TERMINALS, OBJECTS, SERVERS,
TCPs, PROGRAMS as well ascomplete configuration checking (using SPI) including
DEBUG ON/OFF, number of supporting processes defined, HOMETERM / program not present,
server running from a ZZBI file, server FROZEN and so on.

18. Processes including status agent (also monitors missing, looping, suspect (e.g. in INSPECT)
and busy processes). All process types supported (TNS, TNS/R and TNS/E running in Guardian
or OSS). Detailed Status Agent included that can help in determining the cause of problems by
showing information such as files opened, procedure call trace etc. Also provides the ability to
start a Measurement.

19. Remote Data Facility (RDF) monitoring. DRNET can be catered for by parsing DRCOM output.

20. SPOOLCOM component monitoring including autodetection and status agent (also includes
monitoring of the number of jobs in the spooler, via JOBSLOTS).

21. TCP/IP including autodetection and status agent (version 4 and 6) for monitoring TCP/IP
process, subnet, route, listner and telserv components.

22. Transaction Management Facility (TMF) monitoring including status agent (hung, long running
transactions, datavols, tape media, auditdump, audittrials).

23. TAPE mount requests.

24. WebSphere MQ™ (IBM MQ series) including autodetection and status agent (version 5.1, 5.3
and 5.3.1.4 on OSS).

25. X25 including autodetection and status agent.
26. OSI/MHS status agent and autodetection. Users having OSI/MHS subsystems can utilise the
Reflex 80:20 OSI/MHS autodiscovery module to populate the OSI/MHS stack programmatically

for MTAs, APPLs, CUGs, DLISTs, DLISTMEMBERs and ROUTEs and subsequently
request status and configuration information for each object.

Also includes:

a) Graphical (and audio monitoring) high-level HP NonStop system node display (network
monitor) and status monitor display (per node). All graphical displays are secured and
concurrently accessible.

b) Dashboard for HP NonStop performance monitoring.

c) Comprehensive EMS event viewer using object filters, filter tables and nominated collectors.
Full search and EMS token breakdown and cause / effect / recovery included.

d) Textto EMS conversion (Gateway) including 512 text events generated to EMS.
e) Textto EMS conversion also for WebSphere MQ and OSS (MQ EMS Gateway).

f) EMS event statistical analysis and graphing by event number, SSID and version tokens
(Discovery).
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g) Enterprise manager delivery of EMS exception alerts (TIVOLI™ TEC Adapter and logfile, HP
OpenView Operations™ Smart Plug-In (SPI) (now HP Operations Center™), BMC Performance
Manager™ (formerly Patrol™) using the PatrolCLI utility.

h) MEASURE on demand for processes and files (within Dashboard). Measure is not used by
Reflex, in day-to-day monitoring of the HP NonStop systems. This ensures that CPU utilisation
is kept to a minimum. Only authorised users can invoke a Measure request on demand.

i)  Simple Network Management Protocol (SNMP) traps can be generated and received.

j)  Object Monitoring Facility (OMF) conversion to Reflex.

k) Mobile SMS paging.

)  Email alerting.

m) Task Automation (TaskMaster). Tasks can be manually invoked by authorised users from
the Reflex Status Monitor screen or invoked automatically on component failure.

n) Component rules analysis for SLA service monitoring (Service Monitor).

0) Comprehensive EMS console event viewing and filtering (Console). This module also provides
an EMSA type breakdown of user selected EMS events to show all message tokens.

p) Includes lean communications software, ITL's FastPipe for quick and efficient Windows to HP
NonStop data relay.

g) Security classes and profiles to prevent unauthorised access.
r)  Includes a business-level, read-only logon.
s) Reflex configuration reports.

t)  Audible and visual alerts are catered for in Reflex Status Monitor. Sounds files can be swapped
on-site as required.

u) Reflex 80:20 is a NonStop, Fault Tolerant application
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9. MultiBatch for Large, Complex HP NonStop Batch Scheduling Environments
Overview

MultiBatch is a powerful, maintainable Batch Processing environment specifically designed to exploit
the HP NonStop server platform architecture, both for the Guardian and Open System Services
(OSS) operating systems.

It allows parallel batch processing with calendar and conditional logic to occur in a single processor
or multi-processors concurrently. Batch processing can be invoked locally or across an entire NSK
network.

Web page:

http://www.insidertech.co.uk/Products/MultiBatch/ta bid/88/Default.aspx
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MultiBatch is a maintained, future-proofed product compatible with all HP NonStop system ranges
(including the HP NonStop SuperCluster, Itanium and latest Integrity series). The NonStop
scheduling software employs strict fault-tolerant techniques and multi-tiered job dependency
structuring for the robust and efficient execution of batch schedules. MultiBatch is used by some of
the largest financial and central banking organisations in the HP NonStop user community. It is
reliably used in contingency situations to provide an ordered and optimised strategy for site switching
during Disaster Recovery and for more general NSK closedown and start-up maintenance
procedures.

MultiBatch can also be used to provide an accelerated method for the activation of XPNET ATM and
POS networks. For example, making use of concurrent start-up approaches, local or networked
XPNET environments can be initiated in parallel by PATHWAY, Logical Node, Class or Station
Priority in order to safeguard agreed SLAs.

The MultiBatch product comes equipped with an intuitive GUI interface (PATHWAY screens version
also available) for batch schedule configuration and status reporting. Optional extensions allow for
certified integration with industry leading Enterprise Management solutions including HP Operations
Center (formerly OpenView Operations), BMC Performance Manager (formerly Patrol) and TIVOLI
as well as remote alerting using mobile SMS and email.

All job status data can be relayed to a Windows server for both graphical and tabular reporting for
management reports and real-time graphical tracking.
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Integrated monitoring, reporting and management of batch schedules are available, including the
following:

Pathway and / or GUI interfaces

Batch tracking

Run Guardian and Open System Services (OSS) applications within the same batch schedule
NetBatch conversion utility available

Automated Calendaring and Scheduling

High performance parallel batch

Network control transparent

Simultaneous job execution

Supports object parameters to ease maintenance in global schedule updates for multiple jobs

A migration tool can be used to convert batch schedules between nodes for easy replication in a
multi-node environment

Optional checkpoint / restart

Dynamically amend the start time of job(s) e.g. /- 1 hour
SNMP gateways available

3 levels of job hierarchy, 2 levels of dependency
Secure execution shell

Fully EMS compatible
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10. Reflex for Monitoring Batch Schedules

In its most basic form, Reflex for HP NonStop Batch Schedules monitoring can be split into two
discrete functions; Reactive Monitoring and Proactive Monitoring.

Web page:

http://www.insidertech.co.uk/Products/Reflex/Reflexf orHPNonStop/ReflexformonitoringHPNonStopBatc
hSchedules/tabid/191/Default.aspx

Central to both of these threads is the HP NonStop Event Management Service (EMS). Reflex
for HP NonStop Batch Reaction module monitors by connecting to this logging environment to
retrieve and process batch events (MultiBatch, NetBatch or in-house macros) that you have
nominated. In this way batch schedule failures reported to EMS can be extracted by Reflex, alerted
and escalated.
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There are 4 options within Reflex for HP NonStop Batch monitoring for reacting to nominated job
EMS events;

1. Graphically flash the problem in the Reflex Status Monitor screen against the appropriate batch
component or view the EMS exception alert in the Console module (provided as part of the
standard Reflex deliverable).

2. Relay the event to an appropriate Enterprise Management solution such as hp Operations
Center, TIVOLI or BMC Performance Manager using a certified Reflex APl or SNMP trap.

3. Escalate the alert using one or a combination of; mobile SMS text, SNMP, e-mail address or
radio pager.

4. Finally, you can relay the event detail to the ITL product SENTRA, where it can be used as part
of a trending exercise or for Management Information reporting.

Reflex for HP NonStop Batch proactive monitoring will operate quietly in the background, tracking
system and application processes. If a process disappears, the Reflex Process Monitor will raise an
event to alert operators to the problem.
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11. Supporting ITL Product Documents and Demonstrations
Reflex 80:20

Reflex White Paper:

http://www.insidertech.co.uk/Portals/0/Reflex White Paper.pdf

Reflex ONE24 Brochure:

http://www.insidertech.co.uk/Portals/0/Reflex ONE24 B rochure.pdf

Reflex ONE24 User Guide:

http://www.insidertech.co.uk/Portals/0/Reflex%200NE24  %20Monitoring%20BASE24%20XPNET.pdf

Reflex ONE24 Presentation:

http://www.insidertech.co.uk/Portals/0/ReflexONE24 Ov__ erview 05012009.ppt

Reflex ONE24 Demos:

http://www.insidertech.co.uk/Products/Reflex/ReflexO NE24/tabid/137/Agg804 SelectTab/5/Default.aspx

Reflex Demos:

http://www.insidertech.co.uk/Products/Reflex/tabid/8 7/Aqg780 SelectTab/25/Default.aspx

Reflex FAQs:

http://www.insidertech.co.uk/Products/Reflex/ReflexF AQs/tabid/222/Default.aspx

RTLX Reactor

RTLX Reactor Overview:

http://www.insidertech.co.uk/Portals/0/RTLX%20Reacto r%20-
%20Transactional%20Heart%200f%20Your%20BASE24%20System __s.pdf

RTLX Reactor White Paper:

http://www.insidertech.co.uk/Portals/0/RTLX%20White%  20Paper.pdf

RTLX Reactor Case Studies:

http://www.insidertech.co.uk/Portals/0/RTLX Case Studi es.pdf

RTLX Reactor Flash Demo:

http://www.insidertech.co.uk/Portals/0/RTLX Viewlet.sw f

RTLX Reactor FAQs:

http://www.insidertech.co.uk/Products/RTLXReactor/RTL XReactorFAQs/tabid/186/Default.aspx
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MultiBatch
MultiBatch Overview:

http://www.insidertech.co.uk/Portals/0/MultiBatch Ba tch _Scheduler for HP _NonStop.pdf

MultiBatch White Paper:

http://www.insidertech.co.uk/Portals/0/MultiBatch Wh ite_Paper.pdf

Reflex for HP NonStop Batch:

http://www.insidertech.co.uk/Portals/0/MultiBatch%20 &%20Reflex%208020 14012009.ppt

MultiBatch FAQs:

http://www.insidertech.co.uk/Products/MultiBatch/Mul tiBatchFAQs/tabid/225/Default.aspx
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Insider Technologies is a UK-based software and
services company quality certificated to ISO
9001:2008 and TickIT. Operating in the Financial and
Messaging markets, it provides Service Management,
Tracking, Bespoke Software and Information
Mediation solutions.

A cross section of our customers would include
Banking and Financial Services, Telecommunications
Providers and Government and Military Institutions.

For details about the full range of products and
services available from Insider Technologies Limited,
please contact our Product Development Centre in
Salford Quays (home to MediaCityUK), at:

Insider Technologies Limited
Spinnaker Court

Chandlers Point

37 Broadway

Salford Quays
MANCHESTER, M50 2YR
United Kingdom

Tel: +44 (0)161 876 6606
Fax: +44 (0)161 868 6666

e-mail:  support@insidertech.co.uk
Website: http://www.insidertech.co.uk
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