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Introduction

This document details a number of POS incidents that resulted in unusual transaction throughput for
the live BASE24™ application.

In the cases highlighted, the problems that occurred resulted in lost revenue for the bank concerned
and/or a negative affect on the bank’s reputation as seen from those financial bodies linked to the

bank.
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RTLX Case Studies

Point of Sale Bottleneck
The Problem:

At peak-time on Friday afternoon before Christmas of 2005, problems with BASE24™ POS
transaction authorisation started to occur.

The BASE?24 technical support team started to receive calls from internal IT departments stating that
POS transactions were not being processed.

A senior BASE?24 technician, on looking at the EMS logs for the period, was not able to isolate any
issues relating to the BASE24 application itself. The conclusion was that a network issue was more
than likely the cause, possibly at the interchange/switch end.

This conclusion resulted in a 3-hour drop in POS transaction throughput for one of the busiest times
in the year.

After lunch, it later became apparent that a HP NonStop disk contention issue was to blame. The live
EMS log resided on the same disk partition as the live PTLF POS file. The senior technician had not
spotted that the EMS alerts he was looking at on the live console for troubleshooting the problem,
were 2-hours old.

Since the console is typically real-time for EMS alerts and the textual aspect of the event is often the
main part that users look at, the slow up in the EMS feed was not spotted until much later.

The BASE24 application for POS transaction authorisation and the EMS event log were in contention
for disk I/O. This resulted in a severe drop in approved POS transactions, a considerable number of
disk 1/0 timeouts and a useless EMS viewer which had fallen way behind.

The BASE?24 technician later commented that if he would have got VISA to Stand-In Process (STIP)
the POS transactions, the problem could have been minimised during the troubleshooting period at
the bank. Unfortunately, the bank couldn’t isolate the problem and had no means of diagnosing the
issue.

As a result of this, an undisclosed number of customers had recurring POS transactions on their
credit card statements, in some cases up to 80 identical repetitions. It was also thought that a large
number of these where e-commerce websites continually requesting service from an overloaded
BASE?24 application.

Since the ATM TLF file was already on its own dedicated partition, ATM transaction authorisation
was unaffected.

The Solution:

The PTLF file was removed from the offending partition and placed on its own area of the HP
NonStop disk away from the EMS logs.
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SQL Server Reporting Services
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IBM Host Timeout Issues

Once the ATM or POS transactions had been received by the Bank® NSK resident BASE24 system,
authorisation was performed by an application executing on an IBM mainframe. BASE24 support
staff noticed periods when the level of Stand-In Processing (STIP) activity increased on the HP
NonStop, and further investigation showed that this could be mapped to a number of timeouts on the
on-line connection to the IBM mainframe.

The STIP increase was regular enough to suggest that the time-outs could be caused by a spike in
the IBM processing load brought about by a scheduled batch job executed at set intervals.

RTLX Reactor graphs were used to prove this theory and help the IBM support staff pinpoint the
mainframe processing issue in real-time.
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Point of Sale Floor Limit

The Problem:
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Retailers amended their terminal floor limits to £0, thereby forcing all transactions on-line to the

issuer.

This dramatically increased POS traffic at the bank. Not all retailers did this, but a significant
proportion of them did, noticeably retailers supported by a large UK bank.

The bank had not catered for such a significant increase in traffic and HP NonStop CPU cycles
started to negatively affect typical transaction patterns across the rest of the BASE24 application.

Using RTLX Reactor:

Historical real-time analysis in RTLX Reactor can spot and alert on unusual transaction activity
compared to the same time yesterday, last week, last month or last year. Transaction throughput can
also be monitored by Retailer and Card Type and globally to the smallest percentage based on the
last minute or configurable time period.

;IIypm visor TabbedF rameset - Microsoft Internet Explorer

(- SentraWeb Client  Hypervisor Tabbed View for ATM and POS Environment

L}

Il V 7k
] ¥ /AN
N 71N, /

BRWM' 10""; AJ.IZI

P 1&"'.\n e
R0 102940 Y
DRI 10250 HOE
DEULI0M 102542 AD
DEOL00Y 102543 OF
DEVUL00 102545 WD
DRI 0% 8 TAR

§ DRTLI00 1005 68 P

DRI 102548 EUR
B0/200 10255 0D

www.insidertech.co.uk

HEIIS TERdn ‘(Eﬁ-fiﬁll

HMIEF[D FEGISIE’!’ED
FEWTERIF l'éﬁﬂfiiiD

wl ATATHS
H-IUSJEHD REGISTERED
PEGIETERID  BGIETDRID

¥ HNT SENT

REGISTERED FEGISTERED
FEGISTERED FEGWSTERED
FEGISTERED FEGISTERED
FEGISTERED FEGISTIRED

FEUTORD  AOETERID

FEGISTERED FEWSTERED 2

REGISTERED FEGISTERED

BEE HIEZEHY]

Wal Iwee

DIEFFUDE
[T RN

PUOLOOEIACTC
MAGENLE
CACEFFLE

EWT RN TR
[Ty
PR

MEDT -
5

7 of 11



T=

insider

TECHNOLOGIES

POS VISA Transaction Approvals Down
The Problem:

A situation arose in the early hours of the morning at a major bank in the UK in which
transaction approvals were reduced by 10% for a number of hours across the working day.

Since this percentage is hard to discern and the total transactions and approvals still appeared to be
parallel without an increase in denials, the drop in approvals was not noticed until some time later.

In the late hours of the afternoon, a BASE24 technician spotted that one (of 8) VISA interchange
processes were turning away traffic, neither approving nor denying the transaction. This was due to
a flag setting in XPNET which was causing the VISA process to ignore transactions. Since the
process was still present on the system, nobody had noticed this unusual behaviour.

Much earlier in the day, an EMS event was generated which would have given a clue to the drop in
approvals. However, since nobody was monitoring the event console in the early hours, the BASE24
team were left to spot the dip in approvals much later.

The overall effect was that transaction throughput went up but approvals went down. This because 1
in 8 times, POS users would encounter the affected VISA interchange process and the transaction
would be logged on the BASE24 system but ignored causing the user to retry the transaction again.

The Solution:

The VISA interchange process was reset in XPNET and the number of approvals returned to normal
for the time of day.
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Using RTLX Reactor:

RTLX is able to monitor, report and query on both HP NonStop EMS alerts and the complete (P)TLF
transaction flow.

RTLX is able to easily spot percentage drops in the flow of transaction authorisations and overall
volume in near real-time but why wait.

By configuring simple rules, RTLX could have spotted the EMS event as raised by BASE24 in the
early hours of the morning and mapped this to a graphical icon on one of the browser hypervisor
views. The same rule could escalate the alert to Mobile SMS or email.
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A large clothing retailer contacted a major UK bank to say that some of their stores in the London

Point of Sale Connection Issues
area were having issues connecting to the Bank with POS transactions.
When the retailer view was displayed the number of approvals and ©ff-lineCauthorisations matched

when they would have expected to see the latter value at 0 ideally.
The bank backed out a software release implemented the previous evening and then watched the
graphs return to normal. Further investigation showed that only those retailers connected to the bank
via TNS (Transaction Network Services) were affected. Transactions were being approved by the
bank, but a new return code issued by the application was forcing an off-line authorisation at the

retailer end.
The bank has since used the RTLX product extensively, to prove normal behaviour following any
software or configuration change.
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Insider Technologies is a UK-based software and
services company quality certificated to 1SO
9001:2000 and TickIT. Operating in the Financial
and Messaging markets, it provides Service
Management, Tracking, Bespoke Software and
Information Mediation solutions.

A cross section of our customers would include
Banking and Financial Services,
Telecommunications Providers and Government
and Military Institutions.

For details about the full range of products and
services available from Insider Technologies
Limited, please contact our Product Development
Centre in Salford Quays (home to MediaCityUK),
at:

Insider Technologies Limited
Spinnaker Court

Chandlers Point

Broadway

Salford Quays
MANCHESTER, M50 2YR
United Kingdom

Tel: +44 (0)161 876 6606
Fax: +44 (0)161 868 6666

e-mail:  support@insidertech.co.uk
Website: http://www.insidertech.co.uk
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